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olgx 21 HH

HACHAF | MJ_LOGIN_LOG, HACK_IP HE9X | DB BHEI|1ZH | 14 o4

» Hd sqL (#¥ ¥ Zat J2(=8 O E WAN)

22 92 29 19 (o] 2T T4)

==l

t.cur AS “FEAF, t. flr‘st dt AS "HZYA", t.last_dt AS "HZLA,
t.prev AS “HEASF,
CONCAT(IFNULL(ROUND((t.cur - t.prev) / NULLIF(t.prev, ©) * 100, 1), '-'), '%') AS "FZ&E",
DAY(LAST_DAY(@m)) - t.days AS “~FFLSF"
CASE WHEN t.cur = @ THEN ‘o] (=] A34):
WHEN DAY(LAST_DAY(@m)) > t.days THEN '%L(THAM)
WHEN t.prev > @ AND t.cur > t.prev¥2 THEN ‘73 (F =
ELSE "4 END AS ~ 34"
FROM (SELECT SUM(LOGIN_DT >= @m) AS cur,
SUM(LOGIN_DT < @m) AS prev,
MIN(CASE WHEN LOGIN DT >= @m THEN LOGIN DT END) AS first_dt,
MAX(CASE WHEN LOGIN_DT >= @m THEN LOGIN_DT END) AS last_dt,
COUNT(DISTINCT CASE WHEN LOGIN DT >= @m THEN DATE(LOGIN_DT) END) AS days
FROM MJ_LOGIN_LOG
WHERE LOGIN_DT >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND LOGIN DT < DATE_ADD(@m, INTERVAL 1 MONTH)) t;

o =el ddw B0 old O (He TEa el TE Al AR )
ZX|-H|n

2. 913 B2 (3|7 2olE0l)

HZACi4 | MJ_CERT_LOG, &A% | DB HEI|1ZH | 14 o] 4
LETTNGNRLMBER_CERT_LOGIN_LOG |
P

> H7 sqL (4¥ ¥ Zit 12| d0iE UA)

24 9% 29 12 (o] 2% 57)

SET @m := '2026-08-01'; -- %
SELECT '¢1& Z71' AS ‘Zé =
t.cur AS "FEAST, t.ok AS AT, t.ng AS “AF, t.prev AS “ALASF,
CONCAT(IFNULL(ROUND((t.cur - t.prev) / NULLIF(t.prev, @) * 100, 1), '-'), '%') AS "FTZ&E",
CASE WHEN t.cur = @ THEN "E<2Z2 (e )"
WHEN t.prev > © AND t.cur > t.prev*2 THEN 'ZA3X(3F3)'
ELSE ‘A" END AS 23"
FROM (SELECT SUM(REGDATE >= @m) AS cur,
SUM(REGDATE < @m) AS prev,
SUM(REGDATE >= @m AND CERT_RESULT = 'Y') AS ok,
SUM(REGDATE >= @m AND CERT_RESULT <> 'Y') AS ng




FROM MJ_CERT_LOG
WHERE REGDATE >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND REGDATE < DATE_ADD(@m, INTERVAL 1 MONTH)) t;

-- X CERT_RESULT AT@('Y)L &9 == 7|FoE 2F

oY =l 4w 310 old O (Hel B8a 2l BE Al AR )

2-1. F71005 21 (2 X} 215 - 414 SECOND_AUTH_LOG)

A4 | SECOND_AUTH_LOG 2 At 915 21 - | M&ELX] | DB HI7|ZE | 14 oA
2026-07 A14)

» M4 sqL (A

ot

Zi} J2|EE Ot 2 WA)

SET @m := '2026-08-01 -- k% AR O €9 12 (o] EF FA)
SELECT '17}°lz(2 h) 23 as “RAYE,
COUNT(*) AS ~3¥EAS",
SUM(LOGIN_RESULT = 'SUCCESS') AS ~“d3&°, SUM(LOGIN_RESULT = 'FAIL') AS ~As,
COUNT(DISTINCT TRY_LOGIN_ID) AS A =AAF,
MIN(FRST_REGIST_PNTTM) AS ~FH =¥ A]", MAX(FRST_REGIST_PNTTM) AS ~HZFTZAl",
CASE WHEN COUNT(*) = © THEN 'E2Z 2 (0 )" ELSE "33 END AS ~ 73"
FROM SECOND_AUTH_LOG
WHERE FRST_REGIST_PNTTM >= @m
AND FRST_REGIST_PNTTM < DATE_ADD(@m, INTERVAL 1 MONTH);
-- X Z3: LOGIN_RESULT(A3/2 =) -AUTH_STEP(1 S5 74]) - TRY_LOGIN_ID(A|X=7]% ) -REASON-ACCESS_IP-MSG_ID

=

(<]

-- X LOGIN_RESULT: SUCCESS/FAIL - AUTH_STEP: SECONDARY(2 = 91%)
-- X AA 4N d5E HP HE, A4 div] BluE 2449258 J|A

x M dd Ho|S0|2t 2E 29 UE = 0| NMEH
" =l ddm 820 old O (HMel 8o S| TE Al AR )
=k|-H| 2




HZACH 4 | MJ_MSG_GROUP_DATA, &Kl | DB HE7|ZH |14 oA
MJ_MSG_DATA

= '2026-08-01'; -- % AZA O’ €9 1€ (o] 5 F3)
SELECT 'E4 2% o|F' as "HAYE",
m.cur AS “EEAF(FE), g.cur AS "TIEASF(ZE), m.prev AS %oﬁ—?({% 4
CONCAT(IFNULL(ROUND((m.cur - m.prev) / NULLIF(m.prev, ©) * 160, 1), '-'
DAY(LAST DAY(@m)) - m.days AS ~FZd5,
CASE WHEN m.cur = @ THEN ‘o] (u]A8A4)"
WHEN DAY(LAST_DAY(@m)) > m.days THEN 'Za(FF4):
WHEN m.prev > © AND m.cur > m.prev¥2 THEN 'Z3(EF
ELSE ‘4" END AS ~ &7
FROM (SELECT SUM(REQ_DATE >= @m) AS cur,

SUM(REQ_DATE < @m) AS prev,
COUNT(DISTINCT CASE WHEN REQ DATE >= @m THEN DATE(REQ DATE) END) AS days
FROM MJ_MSG_DATA
WHERE REQ_DATE >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND REQ DATE < DATE_ADD(@m, INTERVAL 1 MONTH)) m,
(SELECT COUNT(*) AS cur
FROM MJ_MSG_GROUP_DATA
WHERE REQ DATE >= @m AND REQ DATE < DATE_ADD(@m, INTERVAL 1 MONTH)) g;

-- X 92 ZPL 29 27|v} 7]F(REQ_DATE/SENT_DATE)2.2 X£F

g =ol ddm Zd1 0 OO (RHel w™a Zel TE Al ALg: )
ZX|-H|
4. 4% 01 (YAI171Q)
HACH4F | PGI_FAXTRAN, XE<Xl | DB HE7|ZE |14 o4

MJ_MSG_DATA(MSG_TYPE 89)

» 4 sqL (¥ = A1 O2|EE a2 HA)
SET @m := '2026-08-01'; -- x ZAZA i €9 14 (o] £ F3)

SELECT 'H2 2&: AS “HAAFGPL",
SUM(SendDate >= @m) AS ~BLEAF", NULL AS "BEAF 27,
SUM(SendDate < @m) AS ~HLAF,
CASE WHEN SUM(SendDate >= @m) = © THEN 'Z9Z 2 (e )" ELSE 37" END AS ~ &4
FROM PGI_FAXTRAN
WHERE SendDate >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND SendDate < DATE_ADD(@m, INTERVAL 1 MONTH)
UNION ALL
SELECT '7I7IQ 2H(EEE-IFE)',

SUM(REQ_DATE >= @m AND MSG_TYPE = 8), -- °La‘E(“"%)
SUM(REQ_DATE >= @m AND MSG_TYPE = 9), -- —ri(% )
SUM(REQ_DATE < @m), -- A4

CASE WHEN SUM(REQ_DATE >= @m) = © THEN '&2Z (e #)*' ELSE 'A7+' END
FROM MJ_MSG_DATA
WHERE MSG_TYPE IN (8, 9) -- 8: 71719 ¥¢EE) 9: 77l IAFE




AND REQ_DATE >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND REQ_DATE < DATE_ADD(@m, INTERVAL 1 MONTH);

-- X FH7te 4o EHw go]EZo] of]at MI_MSG_DATA o MSG_TYPE(8-9)0 2 FE A%H
-- X 2 UAlg A F2 g2 e » "HAQT(0W)'E BAHY, x4 €30 ‘AN 74

B el Y@ FDO MO (M2 WY L2 BE A AS: )

5. 0t=-ZH 0|y
=E

CH4F | MJ_PG, MJ_CASH, MJ_POINT, MJ_TAX, | MZ</X] | DB HE7|ZH | 54
KGM_PG

» M7 sQL (MY # 23} 12|28 22 W)

SET @m := '2026 08- 91'- -- % AZA dF 99 12 (o] E F3)
SELECT 'F=-Z24" As "HZAFE",
t.cur AS ‘j‘éa‘l‘ , FORMAT(t.amt, @) AS "F Y3, t.prev AS ~ALASF",
CONCAT(IFNULL(ROUND((t.cur - t.prev) / NULLIF(t.prev, 8) * 100, 1), '-'), '%') AS "7 =",
c.cur AS “FAAEE(FE),
CASE WHEN t.cur = @ THEN '31017‘:1_51(9 4y’
WHEN t.prev > © AND t.cur > t.prev*2 THEN 'Z3(Z3)'
ELSE '3/ END AS ~FF°
FROM (SELECT SUM(REG_DATE >= @m) AS cur,
SUM(REG_DATE < @m) AS prev,
SUM(CASE WHEN REG_DATE >= @m THEN AMT ELSE @ END) AS amt
FROM MJ_PG
WHERE REG_DATE >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND REG_DATE < DATE_ADD(@m, INTERVAL 1 MONTH)) t,
(SELECT COUNT(*) AS cur
FROM MJ_CASH
WHERE FRST_REGIST_PNTTM >= @m
AND FRST_REGIST_PNTTM < DATE_ADD(@m, INTERVAL 1 MONTH)) c;

-- X MJ_CASH 9] 27 ZH& FRST_REGIST_PNTTM (REG_DATE ©}d)

T =l 4w d1 0 olg O (A2 T8a el TE Al Abq: )




I CEEERT

HZACH4 | LETTNADMINLOG + lettnemplyrinfo X&E<elxl | DB HE7|ZE | 14 o4
(el 22 3ea S 7|E)

. @7 sqL (MY ¥ Zit 2|8 20 WK

SET @m := '2026-08-01'; -- * &
SELECT ”alz} A& 634 AS "RAY
t.cur AS ‘_"'°]Zi-r , t.admins AS A& gEAs,
t.first_dt AS "HZYA", t.last_dt AS “HF LA, t.prev AS “HEAF,
CONCAT(IFNULL(ROUND((t.cur - t.prev) / NULLIF(t.prev, ©) * 100, 1), '-'), '%"') AS “S3E,
CASE WHEN t.cur = © THEN ‘ﬂ*‘(ﬂ]*“”)‘
WHEN t.prev > @ AND t.cur > t.prev¥2 THEN 'Bi(FF)'
ELSE ‘A4 END AS ~&F°
FROM (SELECT SUM(CREAT_DT >= @m) AS cur,
SUM(CREAT_DT < @m) AS prev,
COUNT(DISTINCT CASE WHEN CREAT_DT >= @m THEN CONECT_ID END) AS admins,
MIN(CASE WHEN CREAT_DT >= @m THEN CREAT_DT END) AS first_dt,
MAX(CASE WHEN CREAT_DT >= @m THEN CREAT_DT END) AS last_dt
FROM LETTNADMINLOG
WHERE CONECT_ID != "'
AND CREAT_DT >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND CREAT DT < DATE_ADD(@m, INTERVAL 1 MONTH)) t;
-- X #EA 34 [2adE > A 2] (/sym/log/clg/SelectloginLoglList.do)9} 5L &
S LETTNADMINLOG 71Z. @A . b7 44 JUSL 3 oA =3 .3A 7t

d =l 4w oo o O (M2l EI el BE A A )

ne
114
i
N
~

A | tomcat1-tomcat2 MEIX | of 14 o]

HEZZH(catalina.out) / log4j2

- H7 YO (MY 3 it 12 SE i W)
2}

# 22 0% 99 21 25(393-24-83)% 29 - o 57 AA} 2 29 (4% HAA 2)
1s -1h /usr/local/tomcatl/logs/*2026-08* /usr/local/tomcat2/logs/*2026-08*
# > catalina-localhost-localhost_access_log €8 =}¥o] 25 #3. 25 #d 4A = 7 94

# (A9) OF-Fol FFol 4L g 37} A
grep -c "ERROR" /usr/local/tomcatl/logs/catalina.out /usr/local/tomcat2/logs/catalina.out
# X £9 WAS = tomcatl-tomcat2 °|F3 - F dx®HE EF X F

» 21t EH



¥
+

ot

g =ol ddwm d1 0O ol O (Hel sEu el HE Al AR )
Z=X|-H| 11
3. 7HQIE e Xz2| o]
HAH 4 | personal_information_log (i 21 & XMZEe|k] | DB HE7|ZE | 14 oA &I
Xzl o] M - 2026-08 A14) Al 2 4)
> M7 sQL (MY 3 23} 12|28 Jri2 WH)
SET @m := '2026-08-01'; -- x AZA A €9 14 (o] =3 F3)
SELECT '7H1A R Az o|F* as "HAFE",
COUNT (*) AS ~3Eas,
SUM(ACTION = 'Z3]") AS ~ %3],
SUM(ACTION = 'FA&") ASS Al
SUM(ACTION = '2HA]") AS “2HAC,
SUM(ACTION = 'T}2ZE="') AS "T}2=2=" )
SUM(ACTION = "A4") ASs ~ A,
COUNT(DISTINCT USER_ID) AS ~HZAF",
CASE WHEN COUNT(*) = © THEN 'E<1Z2 (e )" ELSE 'E7"' END AS “&F°

FROM personal_information_log
WHERE FRST_REGIST PNTTM >= @m
AND FRST_REGIST_PNTTM < DATE_ADD(@m, INTERVAL 1 MONTH);
-- X JNAAR A o]F AL H0o]E(2026-08 2+ HHF, PMS #5858)

z

HMzd-3F)

- 23.5%.44. 02 98 A%

Z3: USER_ID(A 2 A}) -ACCESS_IP-URI-MENU_NM(3H ) -ACTION(B ) - TARGET(H}: 3P 1D BE:




-- X 2026-07 2714 = A4 Hol2E 7]|E H o] E (LETTHEMPLYRINFOCHANGEDTLS - LETTNADMINLOG) 7|1& ZZ Z3}

x 3 dd Ho|So|2t 2E 29F 8E = Ho|E MEE
=g gl ddm dn0 oldO (Hal E8a Fel BT Al AR )
XA|-H[ T

HAcH4 | /var/log/secure, auditlog, messages, XMEe X | m}

lastlog

ne

BEo1ZE |18 ol

Zi} J2|EE OE WA)

dd =
#0s 21 19 5239324 83)2 SA= 29 - o] Hd FAS 2 29
sudo 1s -1h /var/log/secure* /var/log/messages* /var/log/audit/

# (A7) vlest B0l AL d= F7} A
sudo grep -c "Failed password” /var/log/secure

» 23 WA

-
W-

J O W

» 00

By ol ¥4 @ FD0O 0¥ O (Wal BT D B A AR )
ZX|-H|

5.DB A 21



MariaDB 27 21 — ¥ X journald
7|12 (db-new A{H])

XX | mt2/oB

149 01y

» M WY (MY ¥ I 12|58 a2 WH)
# DB A5 (db-new)ol ] R 9w -2 715 4 » o &9 WA (92 AN 23)

=
-since "2026-08-

(=%

journalctl -u mariadb

01" --until “2026-09-01" --no-pager | tail -20

# X 7tol=2Ql 4.2 2AL DB '/ -Fol' 21 — @A log_error PEAHOE journald o 7152

# X log_error ¥ A A (/var/log/mariadb/) ¥°]E 1s -1lh /var/log/mariadb/ AAHZ o]

g =l 8w Zdo0O ol O (FHel HHE Hel BE A ALG )
=|-H| 2
6. APl MH 21
M4 | /data/tomcat/tomcat_api_9100_2023_0 | MEX] | H7|ZF | 14 oA
711/logs (logback €& £3)
» H4 B30 (AY = Zat O2|=E a2 #N)
# 39 21 99 E5(¢E 993.-9R7-8F)2 542 29 > o] 34 #FAL 2 5

1s -1h /data/tomcat/tomcat_api_9180_2023_0711/logs/logback-2026-08-*.log
# X logback-YYYY-MM-DD.@.log €2 £% - 504 2#7 83 44 = F3 94 (

=

ol o}

it

A 29)

» 23t WH
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otz #2| stLtE HAsHH o|¢ Y= At HH €28 Za-UFo| 22 Li2C0h 23 12| EE A= WX

HE51, 30018 d2 @ 5K 7|50 7|Hetot.

SET @m := '2026-08-01'; -- x AZA W’ €9 1¢ (o] ET FA)
SELECT '#&E 53’ As &5
'HE iH] 200% =1} As “7|ET,
CASE WHEN t.prev > @ AND t.cur > t.prev¥2 THEN 'Z11' ELSE 'E&' END AS ~ETE"

FROM (SELECT SUM(REQ_DATE >= @m) AS cur, SUM(REQ DATE < @m) AS prev
FROM MJ_MSG_DATA
WHERE REQ_DATE >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND REQ DATE < DATE_ADD(@m, INTERVAL 1 MONTH)) t

~+
()
=
|
p-J
(V)]
on !
e
>
~+
)
o)
m
<
>
[7,]
[al
1Y

UNION ALL
SELECT 'AOf(ee~06 Al) &5 Zd4=', COUNT(*), NULL, 'HE¥ CjH| 2T oj5 &ol',
CASE WHEN COUNT(*) > 30000 THEN 'Z1' ELSE & END

FROM MJ_MSG_DATA
WHERE REQ_DATE >= @m AND REQ DATE < DATE_ADD(@m, INTERVAL 1 MONTH)
AND HOUR(REQ DATE) BETWEEN © AND 5
UNION ALL

SELECT '219 Aij = (AHE 3)', COUNT(*), NULL, ALY A 107 0|4,
CASE WHEN COUNT(*) > @ THEN 'Z11' ELSE 'Z4' END
FROM (SELECT LOGIN_ID FROM MJ_LOGIN_LOG
WHERE LOGIN_YN = 'N'
AND LOGIN_DT >= @m AND LOGIN_DT < DATE_ADD(@m, INTERVAL 1 MONTH)
GROUP BY LOGIN_ID HAVING COUNT(*) >= 18) X
UNION ALL

SELECT 'XtCh/o|A 1p B Z44', COUNT(*), NULL, 'XIEt 1p B2 0",

CASE WHEN COUNT(*) > @ THEN 'O|&* ELSE 'Z4&' END
FROM MJ_LOGIN_LOG L JOIN HACK_IP H ON L.LOGIN_IP = H.ACCESS_IP
WHERE H.BLOCK_YN = 'Y’
AND L.LOGIN_DT >= @m AND L.LOGIN_DT < DATE_ADD(@m, INTERVAL 1 MONTH)
UNION ALL

SELECT '&2|Xx} Aof T (ee~06 Al) 3", COUNT(*), NULL, '8 9| A|ZHCH H& oI,

CASE WHEN COUNT(*) > @ THEN 'ZI' ELSE "4 END
FROM LETTNADMINLOG a
WHERE a.CONECT_ID != '’

AND EXISTS (SELECT 1 FROM lettnemplyrinfo ¢ WHERE c.ESNTL_ID = a.CONECT_ID) -- ZZ|X}gt
AND a.CREAT_DT >= @m AND a.CREAT_DT < DATE_ADD(@m, INTERVAL 1 MONTH)

AND HOUR(a.CREAT_DT) BETWEEN 0 AND 5
UNION ALL
SELECT '&& Aluf 43, SUM(REQ_DATE >= @m AND SWF = 'F'), SUM(REQ_DATE < @m AND SWF =
E);
'HE O] 25 ofF =9l
CASE WHEN SUM(REQ_DATE < @m AND SWF = 'F) > 0
AND SUM(REQ DATE >= @m AND SWF = 'F') > SUM(REQ_DATE < @m AND SWF = 'F') * 2
THEN 'Z 11" ELSE "84 END
FROM MJ_MSG_DATA
WHERE REQ_DATE >= DATE_SUB(@m, INTERVAL 1 MONTH)
AND REQ_DATE < DATE_ADD(@m, INTERVAL 1 MONTH)
UNION ALL
SELECT 'ZHOIHE Ch22E 713, COUNT(*), NULL, 'CH2H(50 74 =1 o & &Ql,
CASE WHEN COUNT(*) > 50 THEN 'Z 11" ELSE 'H 4 END

FROM personal_information_log




=

WHERE ACTION = 'C}2 2

PNTTM < DATE_ADD(@m, INTERVAL 1

T_REGIST_

= @m AND FRS

AND FRST_REGIST_PNTTM >

MONTH);

) - & AAE 29 dolgH=z

38 /F=2
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